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Research Motivation and Aim

» Tumblr is a popular and widely-used micro-blogging website

> Previous research shows that such websites are used as a
platform for disseminating hate and extremism (due to low
barrier to publication and anonymity) [1][2][3][4][5]

» Automatic identification of hate and extremism promoting
posts and bloggers is an important (from the perspective of
the website moderators and law enforcement agencies) and a
technically challenging problem

> Large volume of data on Tumblr, free-form text and noisy
content makes automated analysis technically challenging

[11[2](3][4]15]
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A Concrete Example of Different Types (Text, Video,
Audio) of Hate Promoting Post on Tumblr

Why are you libs so afraid to call out
muslim extremists? There are 1.6 billion
muslims in the world and roughly 200
million of them are radical jihadists and
they are to blame for the terrorist attacks
recently. their main goal is to inforce sharia
law on all non-muslims and kill all who
disagree because the quran says to kill all
non believers. But you run to their defense
and play devils advocate. like. why... Islamic Jihad

1,130 notes .ee 58 not:

youtube

Religion of peace?

Y A A 4
boko haram, islam, muslim, radical islam, terrorist, jihad, isis, liberals, al queda, holy quran, je suis charlie,
Islamic Jihad, Israel, ak47, guns, rifle, hate, anti-American, violence, battle, weapon, religion of peace

Tags/Keywords associated with the post
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Research Motivation and Aim

» To investigate the application of a topical crawling based
algorithm for retrieving hate promoting bloggers on Tumblr
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Research Motivation and Aim

» To investigate the application of a topical crawling based
algorithm for retrieving hate promoting bloggers on Tumblr

» To examine the effectiveness of a random-walk based
approach in social network graph traversal
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Research Motivation and Aim

» To investigate the application of a topical crawling based
algorithm for retrieving hate promoting bloggers on Tumblr

> To examine the effectiveness of a random-walk based
approach in social network graph traversal

> to examine the effectiveness of re-blogging and like on a post
as the links between two bloggers and conduct experiments on

large real world dataset to demonstrate the effectiveness of
our approach
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Flow Sequence of Exemplary Data Collection Process

Classifier Training

Search for New Tag

_ ‘ Exemplary
(— Documents

Keyword Based Related T?\fs: Islam,

ISIS, Sharia,

ujahideen ificati
Search ) Classification

S ». Posts: In the Muslim

<5 community, the holy war is

s 8 _ areligious duty......

g o
w

S c © Users:

justpalestinianthings Posts b |

Jihadforjannah y ,
Uncoveredmeat Users Discard
stopwhitegenocide

Search Results
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Multi-Phase - Processing Pipeline

Seed
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Textual Posts by U, . REem|°‘f
" Reblogged > nglis
User U, T”A%b'& - o8 “ English Stopwords
A2 New Posts Non-I Posts !
English |
) [0+ Unknown < La“ﬁ:ﬁﬁg
Relevance ¥ Exemplary
@ @ Notes of Posts Computation Relevant Documents
<-I_ ’ Reblogged by ‘ < T
‘ ‘ Liked by Extract Frontiers of U;
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Key Steps in the Proposed Solution

» Proposed solution framework is an iterative multi-step process
primarily consisting of five phases: features (posts) extraction,
data pre-processing, classification, frontier extraction and
graph traversal
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Key Steps in the Proposed Solution

» Proposed solution framework is an iterative multi-step process
primarily consisting of five phases: features (posts) extraction,
data pre-processing, classification, frontier extraction and
graph traversal

> We build a statistical model from the exemplary documents
collected separately by semi-automatic process. To compute
the relevance of each blogger, we use character level n-gram
language modeling approach.

Swati Agarwal, Ashish Sureka Microposts 2015 - WWW Co-located Workshop 10/18



Research Motivation and Aim
Solution Approach Classifier Training

Experimental Results and Conclusions High-Level Framework and Architecture

References

Key Steps in the Proposed Solution

» Proposed solution framework is an iterative multi-step process
primarily consisting of five phases: features (posts) extraction,
data pre-processing, classification, frontier extraction and
graph traversal

> We build a statistical model from the exemplary documents
collected separately by semi-automatic process. To compute
the relevance of each blogger, we use character level n-gram
language modeling approach.

» We perform a graph traversal which results in a connected
graph, where nodes represents a blogger (hate promoting) and
edges represent the links (re-blog and like) between two
bloggers. We perform social network analysis on the resultant
graph and locate extreme right communities of hate
promoting bloggers.
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Confusion Matrix and Accuracy Results

Table: Confusion Matrix for One Class Classifier

Predicted
Positive Unknown
Actual Positive 290 45
Unknown 92 173

Table: Accuracy Results for One Class Classifier

Precision | Recall | F-Score | Accuracy
0.75 0.86 0.80 0.77
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Social Network Analysis

(a) (b)

Figure: Cluster Representation of Social Network Graphs- 'Posts Liked
by' (left) and 'Posts Re-blogged By’ (right)
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Conclusions

» We execute our topical crawler for a given seed blogger and
traverse through Tumblr network using random walk algorithm
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Conclusions

» We execute our topical crawler for a given seed blogger and
traverse through Tumblr network using random walk algorithm
» Results shows that the precision, recall and f-score are

reasonably high and we are able to predict hate promoting
bloggers with an accuracy of 77%
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Conclusions

» We execute our topical crawler for a given seed blogger and
traverse through Tumblr network using random walk algorithm

» Results shows that the precision, recall and f-score are
reasonably high and we are able to predict hate promoting
bloggers with an accuracy of 77%

» Our experimental analysis reveals that re-blogging is a good
indicator of connection between two bloggers
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Conclusions

» We execute our topical crawler for a given seed blogger and
traverse through Tumblr network using random walk algorithm

» Results shows that the precision, recall and f-score are
reasonably high and we are able to predict hate promoting
bloggers with an accuracy of 77%

» Our experimental analysis reveals that re-blogging is a good
indicator of connection between two bloggers

» We locate users who are central and influential among all and
play major role in the discovered communities
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